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Deep Secure Gateway eXtension uses ICAP to receive data from McAfee Web Gateway. This means a
on premises McAfee Web Gateway will be required to push the ICAP configuration to MVISION.

1. Download the Deep Secure GX ICAP Client.zip
2. Unzipthe Deep Secure GX ICAP Client.zip to extractthe
Deep Secure GX ICAP Client.xml

3. Connect to the McAfee Web Management page and import the
Deep Secure GX ICAP Client file. To do this navigateto Policy -> Rule Set -
> Media Type Filtering andclick Add -> Rule Sets from Library, click
Import from File andselectthe Deep Secure GX ICAP Client.xml file.

Te  |f the Media Type rule has not been unlocked, unlock this and import the Deep Secure
GX ICAP Client Rule

4. Verify the import was successful by navigating to:
a. Policy -> Media Type -> GX Media Types

[¥]
<l u I v r
DI McAfee McAfee Web Gateway 9 X % @ Q search | |[L] save Changes |+
Dashboard Configuration | Accounts | Troubleshaoting
Rule Sets | Lists | GSettings | Templates
[©] ] %] [321port... [ 55 EBxport. .| [BV _- hppend from file
[rype to filter lists [ MediaType L Comment
¢ Custom Lists [=] /[ |application/vnd.ms-cab-compressed Microsoft Installer file
§- Category 2 application/x-7z-compressed 72 _archive
= cateqory Blocklist 3 lapplication/x-tar Unix Tar Archive
= Category Blocklist for Default 6 | |4 |application/zip Zip Archive
= Ccateqory Blocklist for Special G F, application/epubizip eBook in EPLB format
¢ Hostandcertificate 6 |application/nsword Microsoft Word binary file
= certificate whitelist 7 application/pdf Adobe PDF document
9 ICAP Server B application/rtf RTF Document
= ReqMod Server |_g application/vnd.ms-excel Microsoft Excel binary file
i= Resphod Server — |10 [application/und. ns-powerpoint Microsoft PowerPoint binary file
§ P 11 |application/vnd.oasis t.presentation OpenDocument Presentation
= Allowed Clients 12 |application/vnd.oasis t.spreadsheet |openDocument Spreadsheet
¢ IPRange 13 |application/vnd.oasis t.text OpenDocument Text
i= Anti-Malware: Quarantine IPRange| | [14 lapplication/vnd.openxnlfornats-off: t.presentationn. .. N5 Office 2007 Powerpoint document
= special URL Filtering IPRanges 15 |application/und,openxnlformats-off t.spreadsheetnl., .. |NS Office 2007 Excel document
¢ Local User 16 |application/vnd,openxnlfornats-off: t.wordprocessin, ., NS Office 2007 Word docunent
= User Database 17 pplication/x-ebook-mobi [eBook in MobiPocket format
¢ MapType 18 nage fcan Eraph)c file in CGM format
= Incident Notifications - Appliand | [15  [inage/enf Microsoft Windows Extended Metafile
= Incident Notifications - Interes 20 naqe /gif Graphic file in GIF format
= Incident Notifications - Severit 21 mage/jp2 JPEG 2000
L aType 2 mage/jpeq Graphic file in JFEG fornat
Download Media Type Blocklist 23 |inage/png Graphic file in PNG format
GX Media Types 24 nage /tiff Graphic file in TIFF fornat
Upload Media Type Blocklist 5 nage wif Microsoft Windows Metafile
I= Web Cache Media Type Bypass List| |26 |inage/x-ns-bnp Graphic file in BWP format
¢ Number 27 |application/ison JavaScript Object Notation File
‘= Alloved CONNECT Ports 28 |application/onenote Microsoft oneNote file
\= Incident Notifications - Snooze 29 [nessaqe/rfc22 Mail message in RFCB22 format
¢ String 30 [text/calendar iCalendar Calendar Data
= Default Enmail Recipients 3L |text/csv Conma-Separated Variables
= Incident Notifications - Default 32 |text/html Document with HTML markup

b. Policy -> ICAP Server -> RegMod Server & RespMod Server

DI McAfee McAfee Web Gateway @ l . X g‘ @ Q, search | | [L] save changes |=

Dashboard Configuration | Accounts | Troubleshooting

Rule Sets | Lists | Settings | Templates

MMM 5= Import 5.1 Export. @ <= Append from file

[Type to filter lists Mo. | URI (Format: icaplsl://IP|FQDNI:port] [/nethod]) [Respect max concurr...| Conment
¢ Custom Lists ~| [ licap://qx-icap-nain-d5625f3890ecactl3. elb . eu-vest-2. anazonaws . con:13d4/reqnod _|true [

¢ Category

= Ccategory Blocklist

category Blocklist for Default Gi
Category Blocklist for Special G
HostAndCertificate

= Certificate Whitelist

Server

Reqiiod Server|

Respiod Server

P
= Allowed Clients
IPRange
i= Anti-Malware: Quarantine IPRange
= Special URL Filtering IPRanges
Local User
i= User Database
MapType
= Incident Notifications - Appliand |
Incident Notifications - Interes
Incident Notifications - Severit
¢ MediaType
Dovnload Media Type Blocklist
G Media Types
Upload Media Type Blocklist
Web Cache Media Type Bypass List
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c. Policy -> Rule Sets -> Media Type Filtering -> Deep
Secure GX ICAP Client.

3 geppl | Serve S3 it n | Role or 5 ouout
<
I McAfee McAfee Web Gateway \a >§ \ Q search | | (] seve changes [
Dazhbeard Configuration  Accounts | Treubleshooting

Rule Sets | Lists | Settings | Templates |

= URL.Host does not equal "* AND
© add "ﬂ"léu ¢‘ o Edit ‘ B Enable [JEnable in Cloud Criteria: coniortion protocol.IsIM equals false

o [ Initial Rules applies to: [/ Requests (and IM) [2]Responses [ Enbedded Objects

&rrlr; Microsoft (0ffice 365) Servi Rules in 'Deep Secure GX ICAP Client':
anning -
Remove Privacy Violating Header @ add Rule. Edit. Delete. . Move up Move down C Paste | Show details
E] Global Whitelist Enabled| Name/Criteria | Action [ Events

& ) Conmon Rules
& 5 URL Filtering
¢ [ Media Type Filtering
¢ [) Deep Secure GX ICAP Client
5 Regtiod
{5 RespHod
[5] Upload Media Type
[ Download Media Types
1 Gateway Anti-Malvare
“1 Dynamic Content Classification

- =
‘cx Hedia Types |@Stnp Rule Set ‘

To test the before and after Deep Secure Policy change:

1. Navigate to http://demo.deep-secure.com/poc/Restricted/index.html and sign in with the
Username and Password provided by Deep Secure.

2. Using a browser that is not being protected by Deep Secure navigate to Scripted Malware >
Trade Price List.

3. Download and open the PDF hover over the top left corner of the document. A pop up will
appear saying hacked!

Microsoft Edge PDF Viewer + @ E | A Readalo
hacked!

TPLO0G “

PE PIPE SYSTEMS

PRICE LIST
September 2016

Using a browser that is being protected by McAfee and Deep Secure navigate to the same URL as
shown in step 1 and download the same PDF (Trade Price List). This time when the PDF is view it will
look the same as the original, however the hacked pop up will no longer appear.



http://demo.deep-secure.com/poc/Restricted/index.html

