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1 Introduction

1.1 Scope

This document outlines how to integrate a McAfee Web Gateway with Deep Secure’s Gateway
extension (GX) appliance. We have tested against the McAfee Web Gateway (MWG) version 8.2.4
and previous version of the MWG also. GX provides a bi-directional guarding capability for ICAP, as
discussed in the GX Configuration Guide.

This document details the configuration steps needed for the McAfee Web Gateway to send data to,
and receive data from, GX.

1.2 Background

A typical deployment is as shown below.
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McAfee Secure Web Gateway

_Il?’:

Figure 1-1: GX and McAfee deployment

1.3 Audience

This guide is for Deep Secure GX system administrators, who are assumed to have a full
understanding of network topology and routing.
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1.4 Conventions

This guide uses the conventions shown in Table 1-1:

Convention Indicates
Emphasis Terms in a definition list or emphasis for important introductory words in a

paragraph.

Options Menu names, options, buttons, keys and other items from the user interface or the
keyboard.

Italics Cross-reference to related information in another document.

<variable> A value you must supply, for example in a command line.
[<variable>] An optional value you can supply, for example, in a command line.
€ Important information that emphasises or supplements points in the text, or that may
apply only in special cases.

4% A caution that alerts you that failure to take or avoid a specified action could result in
the loss of data.

Tie A tip that suggests an alternative method for applying a technique or procedure or
helps you to understand the benefits and capability of the product.

Table 1-1: Conventions in this document

1.5 Purpose
This guide takes you through the steps you need to follow to integrate MWG with a GX appliance.

Network traffic should flow, as expected, after performing the steps in this guide. If not, the fault-
finding guidance towards the end of this document should be followed.
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2 Pre-requisites

Before configuring McAfee to work with Deep Secure Gateway eXtension there are a number of pre-
requisites that should be set.

Ensure MWG is installed and the Management interface is reachable.
Ensure the MWG has been configured with, as a minimum, 2 IP addresses that represent:

e aManagement interface;
e aDatainterface

Ensure the Deep Secure GX has been setup as documented in the GX Configuration Guide.

Ensure the Deep Secure GX Data network is configured to be in the same IP range as that on the
internal interface on the MWG.

Te - This guide has been written with a fresh installation of McAfee Web Gateway. If this
guide is being used to integrate the Deep Secure GX Appliance into an already
configured McAfee Web Gateway, the guidance in this document may not work and you
may need to speak to a McAfee technical advisor to resolve.
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3 Integration Steps

3.1 Initial Configuration of ICAP

The following steps detail how to configure the MWG to receive data and send data to the GX via
ICAP.

4\ For the purpose of the following configuration steps, it is assumed that the MWG is already
configured correctly to perform its proxy role. If not, please refer to the appropriate MWG
configuration documentation to complete these steps.

Connect to the McAfee Web Management page and configure the media types that will be sent to
the GX. To do this, navigateto Policy —-> Lists -> Media Type and right click choosing
Add.

Give the new Media Type an appropriate name, for example GXMediaTypes. Once the new
MediaType Rule has been created right click and select Edit. Select the different content
types from the list of available content types you wish to send to the GX.

e a4 %= Append from file... Type to filter content
MNa. MediaType Comment
1 application/pdf Adobe PDF document
image fipeg Graphic file in JPEG format
3 imagefpng Graphic file in PNG format

Figure 3.2 Example list of Data types

Next create a new Rule Set withinthe Media Type Filtering Rule Set for the ICAP Clients.
Right click onthe Policy -> Rule Set -> Media Type Filtering -> Add ->
Rule Sets from Library.

Tk You may need to unlock this feature before the previous set can be performed.

DI McAfee  mcafes web Gataway @ ‘ Il X i‘}& ‘r‘ Saaech ||| sove Chances |+
¥ Rude Sets

o Edb.  [ZEnable [EnsbenCoud Crieris Abieys
Apples o: [ Requests (and ) [Z]Responses (] Embedded Objects

Figure 3.3 Example creation of new Rule Set
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Te Choose the appropriate heading in the Rule set list to determine where the ICAP client
will be created. In the example below the Media Type Filtering heading was selected
before creating the ICAP Client.

Once the Rule Set Library is opened expand the ICAP Client heading and select ICAP Client
and click OK.
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Figure 3.5 Example of ICAP Client Rule Set Library

Once the ICAP Client has been added select the setting and Click Unlock View.

3.2 Configure the new Regmod

To configure the newly created RegMod navigate to Policy -> Lists -> ICAP Servers
-> Regmod Server and right click on the predefined URI and select Edit.

In the URI field add a URI matching the example below:

icap://DATA IP of GX:1344/regmod

Page 7 of 29



[S| DEEP SECURE

@ | o P u} X B = T g

RieSes LS5 Setngs  Templses

O o X[y troort.. J Evert. | E] vew + Q7 Xt & o Aomdtom e e o Bl ot °
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7 Respect max conaurent cornectin it

Figure 3.6 Example ICAP Server Configuration

Finally configure the RegMod Rule set. To do this for the ReqMod, navigate to Policy -> Rule
Set -> Media Type Filtering —-> ICAP Client -> ReqgMod and right click selecting
Add Rule.

o Name — Choose a meaningful name
e Rule Criteria — Click the Add button and select Advanced Criteria. Select the following
properties for the Advanced Criteria: Selected Property - ICAP.RegMod.Satisfaction

and set Settings to RegMod , Selected Operator - equals, Compare with-Value -
Boolean, True.
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I Edit Criteria x
Selected Property: Selected Operator: Compare with Value - Boolean e
ICAP.RegMod. Satisfaction<RegMod = equals true

Filter: <none -
Type to filter properties []

ICAP.ReqMod.Satisfaction does not equal false
Will be true if ICAP server responds to a regmod request with

a response header, [

>

ICAP.RespMod.EncapsulatedHTTPChang

Will be true if ICAP server changes the HTTP state of the
response,

ICAP.RespMod.ResponseHeader. Exists(String)

Wil be true if RespMod server response contains a specified
header.

[ICAP.RespMod.Resp Header.ExistsMatching( ... )
Will be true if RespMod server response contains header with
given name, which matches the wildcard expression.
List.0fApplicationControl.Exists(String)

Returns true if list with given name exists.

List.0fApplicationControl.IsEmpty(List of ... n Name)
Returns true if list iz empty
List.0fCategory.Exists{String)

Returns true if list with given name exists.

List.OfCategory. IsEmpty(List of Category)

ot PR 4TS "

& Add 'Boolean' User Defined Property...

W

] oK Cancel

Figure 3.9 Example RegMod Rule Criteria

e Action — Continue
e Events — Leave Blank

3.3 Configure the new Respmod

To configure the newly created RegqMod navigateto Policy —-> Lists -> ICAP Servers
-> Respmod Server and right click on the predefined URI and select Edit.

In the URI field, add a URI matching the example below:

icap://DATA IP of GX:1344/respmod

Finally configure the RespMod Rule set. To do this for the RespMod navigate to Policy -> Rule Set ->
Media Type Filtering -> ICAP Client -> RespMod and right click selecting Add Rule.

e Name — Choose a meaningful name

e Rule Criteria — Click the Add button and select Advanced Criteria. Selectthe
following properties for the Advanced Criteria, Property
ICAP.RespMod.EncapsulatedHTTPChanged and set Settingsto RespMod /
Operator equals / Compare withvalue - Boolean True.
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[ Edit Criteria

Selected Property:
ICAP.RespMod.EncapsulatedHTTPChanged <RegMod =

Selected Operator:
equals

Filter: <none> -~
Type to filter properties [x]

Compare with | Value - Boclean o
true

response. :
ICAP.RespMod.ResponseHeader.Exists(String)
Will be true if RespMod server response contains a specified
header.
ICAP.RespMod.ResponseHeader.ExistsMatching( ... )
Will be true if RespMod server response contains header with
given name, which matches the wildcard expression.
List.OfApplicationControl.Exists{String)

Returns true if list with given name exists.
List.0fApplicationControl.IsEmpty(List of ... n Name)
Returns true if list is empty
List.0fCategory.Exists({String)

Returns true if list with given name exists.
List.0OfCategory.IsEmpty(List of Category)

Returns true if list is empty

List.0fCertificate Authority.Exists(String)

Returns true if list with given name exists.

&k Add 'Boolean’ User Defined Property...

# | |does not equal false

Cancel

Figure 3.10 Example RespMod Rule Criteria

e Action — Continue
e Events — Leave Blank

3.4 Configure ICAP Media Type Rule Set

The final stage of McAfee configuration is to configure an ICAP Client Rule Set. To do this navigate to
Policy -> Rule Set -> Media Type Filtering -> ICAP Client and rightclick

selecting Add Rule.

e Name — Choose a meaningful name

e Rule Criteria — Click the Add button and select Media Type Criteria. Select the following
properties for the Media Type Criteria: Selected Property - MediaType.EnsureTypes;

Selected Operator - none in list;

Compare with -

GX FileTypes (MediaType).

Page 10 of 29
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OV Edit Criteria X
Selected Property: Selected Operator: Compare with ||-i5t =
|MediaTy|:le.EnsuredTypes | |none in list | |G>< FileTypes

Filter: <nonex = Filter: <none =

[rype to filter properties [x] Type to filter lists [x]

Recommended A | [allin list Suggested -~
MediaType.EnsuredTypes at least one in list

i3 Archives (MediaType)

ed by signatures ig contains
iz Audio (MediaT
contains at least one match | |5 ™ ¥ee)
does not contain := cfi20 business data (MediaType)
List of Mime Types for given file extension -3 Databases (MediaType)
MediaType.NotEnsuredTypes -% Documents {MediaType)

List of Mime Types detected by signatures (with low
probability of detection)

Suggested := EG Media Types (MediaType)
ExtLists.MediaTypeList(String, String, String) <33 Executables (MediaType)
List of mediatypes fetched from external source

List.0fMediaType.Append(List of Medi .. MediaType)
Appends given element to list and returns the updated list

:= Download Media Type Blodkdist (MediaType)

3 Graphics/Images (MediaType)

1

ileTypes (MediaT

List.OfMediaType.ByName(String) <5 Other types (MediaType)
Returns list with given name ‘33 Streaming media (MediaType)
List.0fMediaType.Erase(List of MediaType, Number) 3 Text (MediaType)
u&;saetseg':iflement on given position and returns the ‘= Upload Media Type Blodkist (MediaType)

hd ——F | SR i =T Al v
| 2. add ‘List of MediaType' User Defined Property... | () Add List of MediaType... || < EditList... |
| @ o || Cancel |

Figure 3.8 Example Rule Criteria

e Action — Stop Rule Set
e Events — Leave Blank
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4 Enhanced configuration

4.1 Configure McAfee Web Gateway to convert HTTP/2.0 Requests to HTTP/1.1 (Only
for GX 1.6.0 or Older)

4% To ensure correct operation, GX 1.6.0 or older requires MWG to be configured to support
HTTP/1.1.

In order to do this, you must add a new rule to the ‘rule set’ to the common rules within the policy
tab on the Web Gateway Appliance. Please choose an appropriate name, set ‘rule criteria’ to always,
and ensure that ‘action’ is set to ‘stop rule set’. Please also ensure that the ‘events’ section is set to
modify the variables ‘Set Response.ProtocolAndVersion’ and ‘Set Request.ProtocolAndVersion’ is
using the strings ‘HTTP/1.1’ as below.

St Optional: Select one or more events to take effect immediately.
eps

Events:

& Add ~ | o Edit... | X Delete < Move down

1. Name

. Rule Criteria

N

,, Set Response.ProtdcolAndVersion = "HTTP/1.1"
- Set Request.ProtocolAndVersion = "HTTP/1.1"

w

. Action
4. Events

S. Summary

Figure 3.1 Configure MWG to convert HTTP/2.0 Requests to HTTP/1.1

4.2 Configurating McAfee WGW ICAP to fail open

The following steps will detail how the McAfee WGW can be configured to fail open when an ICAP
error is displayed. A reason for doing this might be to improve the user experience as it will ensure
minimal disruption to the web traffic if an ICAP service becomes unavailable.

4% With this rule enabled it will mean content downloaded while the ICAP service is
unavailable will be downloaded without transformation bypassing the Deep Secure
security.

To create the rule:

e Loginto the McAfee WGW GUI and navigate to Policy = Error Handler = Block on All Errors
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(il'll‘.el‘)Se(untyO‘ ‘ Web Gateway

Rule

Sets Lists Settings Templates

@

Dashboard

ﬁ!

X &

fconfiguration

Accounts | Troubleshooting

() Search | [ Save Changes |+

Omi-[H|[/XT 4 ¢+ EDE

o Edt... | [ Enable

=%

Default

- [¢=] Long Running Connections (Based on Time)

[=] Long Running Connections (Based on Volume)
B Monitoring

- [l Log File Manager Incidents
- [l Update Incidents

[ License Indidents
[*"] Block on Anti-Malware Engine Errors

-] Block on URL Filter Errors
~*_| DLP Filter Errors

M External List Incidents
|* | Application Contrel Filter Errors

[ Block on S50 Errors

Rules in 'Block on All Errors's

@ AddRule... # Edit...

Encble in Cloud  Criteria: Always

% Delete... \ 4 Moveup § Move donn \ B copy [ paste ‘ Show details

Enabled Name/Criteria Action Events
Ignore Mail Bomb Warning Stap Rule Set
st
D 'Send Email on Internal Errors =5‘DD Rule Set 1Event
Always Block Block
)

[i=] Rule Sets

Log Handler

“{{y Error Handler

[Ser Defined Propertes

Figure 4.1 Rule Location

e C(Click the Add rule button and create a new rule with the following set:

a. Name - Relevant name
b. Rule Criteria - Add = Advanced Criteria = Filter on Error.ID, Selected Operator -
equals and Compare with ICAP error ID 16000

2; Add 'Number' User Defined Property...

W Add Criteria s Figure
Selectad Proy . : ith | Value - Number ~ 4.2 RUIe
perty: Selected Operator: Compare with
|Error.ID | lequas | 16000 | Criteria
Filter: <none: = I
error.id [x] eéxample
Recommended does not equal |16000 |
Error.ID
greater than or equals
is in list
is not in list
less than
less than or equals

Cancel
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c. Repeat step b until all ICAP errors you wish to fail open on have been added to the
list. You may wish to only add certain error codes to the fail open list, see the ICAP
error ID table in section 4.2. Once complete it will look like this:

& Edit Rule X
Steps Apply this rule: () Always
(@) If the following criteria is matched

1. Name Criteria: @ Add ~ S Edit... ¥ Delete 4 Moveup J Move down
2. Rule Criteria ID  ANDJOR  Property Operator Operand

a Error.ID equals 16000
3. Action b |OR « |Error.ID equals 16001
4, Events C OR. s |Error.ID equals 16002

d OR « |Error.ID equals 16003
5. Summary e OR « |Error.ID equals 16004

F OR ~ |Error.ID equals 16005

Criteria Combination: a OR b OR c OR d OR & OR f | Example: (a OR b) AND ¢

<Back || MNext> |

Figure 4.3 Rule Criteria complete example

d. Acton - Stop Rule Set

e. Events - Blank
Once complete you will have a rule like the one shown in Figure 4.4. 1t will need to be placed
above the Always Block rule, if it is not above this rule the service will not fail open.

(i@ Security @ | Web Gateway
(S

c /U

@ L
Dashboard
=)

Troubleshooting

X %

Configuration

() search

(] save Changes |~

3 Long Running Connections (Based on Time)

S Long Running Connections (Based on Velume)

[ Monitoring

= [ll Log File Manager Incdents

| Update Incicents

- Ml License Incidents

-] Block on Anti-Malware Engine Errors

+[*1 Blod on URL Filter Errors

+[* DLP Filter Errors

+- [l External List Inddents

+-[*] Application Contral Filter Errors

+-[* ] Block on 550 Errors
- t Notifications
Al Errors

RusSets st Settngs  Templates
Qui- |H| S Xt & & o/ Edt.. | [ZlEnable | |EnblenCloud Crteria: Aways
5 4 Default Rules in‘Block on Al Errors':

© AddRule... P Edt... ¥ Delete... | 4 Moveup § Move down | [1] Copy [} Paste |

Shaw details

Enabled  Name/Criteria Action Events
%
Send Email on Internal Errors [ Stop Rule Set Email.Send (List.OfString. TeString
List. OfString.Size (Default Email Recipients &) greater than 0 Default Email Recipients &, %), “Internal
O “There are internal errors, please examine
miwg-core.errors.log file for more
information.”) <Error Messages>
ICAP Fail Open [ Stop Rule set.
Error.ID equals 16000 OR
Error.ID equals 16001 OR
Error.ID equals 16002 OR.
Error.ID equals 16003 OR
Error.ID equals 16004 OR
Error.ID equals 16005
Always Block (@ Block<[nternal Error >
Always

-] Rule Sets

Log Handler

13 Error Handler

&, User Defined Properties

Figure 4.4 Completed rule location
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4.3 Configure McAfee Web Gateway to implement GX profile switching based on Active
Directory User Group:

The GX can have multiple data type profiles that allow it to implement different restrictions
depending on which profile is called. Using ICAP headers the McAfee WGW can specify which profile
it would like the GX to use, allowing for threat removal to be customised on a per user group basis.

44 For the following configuration steps, it is assumed that the MWG is already configured
correctly to perform user authentication through Windows Active Directory. Users will
need to be part of a User Group as the names of those groups are used as a criterion in
MWG rule configuration. If not, please refer to the appropriate MWG configuration

documentation to complete these steps.

44 For the following configuration steps, it is assumed that the GX is already configured to
have the desired data type profile(s). The names of those profiles are referenced in ICAP
headers in the MGW configuration steps. If not, please refer to the GX Configuration Guide
to complete these steps.

Tie  For this example, | will be using the Active Directory user groups Students, Teachers,
Staff and Headmaster, alongside their matching name GX data type profiles.
Only ASCII characters are supported in GX profile naming.

4.3.1 Enabling GX User Profile Support

e Loginto the GX GUI and navigate to Components = ICAP Server - Enable Default Profile
Override - Toggle to Yes

€ Take note of the Parsing Profile Header and Rendering Profile Headers as these are used in
the ICAP request information later. They can be configured to alternatives names as

desired.
Monitoring ICAP Server
System Information
Diagnostic Log
Diagnostics
o Profiles
Dashboards Defauit Parsing
Platiorm Default Rendering
Content Enable Default Profile Override o Yes
Steganography Analysis
Parsing Profile Header X-Parsing-Profile
Network Rendering Profile Header X-Rendering-Profile
Settings Use Process Isolation o No
Peers List
Management Interface ICAP
Components Enable o Yes
ICAP Sever Network Interface
HTTP Server Listen Port 1344

Monitor
Indexing

Servers
Indexing
Storage

Schemas
CSV Schemas
Fixed Format Schemas
HTML Schemas
JSON/Swagger Schemas
Protocol Buffers Schemas
XDSX Schemas

ICAPS

Enable o No
Network Interface

Listen Port

TLS Profile

SSL Verification Mode

Private Key

Certificate

General Network Settings

Buffer Size 65535

Logged In: admin GX/200  Tips
Deactivate Maintenance Shutdown Reboot Logout

Import Export
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Figure 4.5 GX Profile override location

4.3.2 Configure the McAfee WGW to use the ICAP headers
e Loginto the McAfee WGW GUI and navigate to Policy = Rule Sets = Media Type Filtering >

ICAP Client > RespMod

. CallRespMod Server i Stop Cycle

,  RespModRuleSet

Figure 4.6 Rule location

e Click the Add rule button and create a new rule with the following set:

O
O

Name - Relevant name

Rule Criteria — Click Add.. 2 Choose Advanced Criteria = The Selected Property -
Authentication.UserGroups, Selected Operator - Contains, Compare with - Value — String
and [<Active Directory User Group Name>] (E.g. Students)

Acton — Continue




[S| DEEP SECURE

Selected Property: Selected Operator: Compare with |\.-"a|ue - String |'|
Authentication. UserGroups contains "Students”

Filter: =none= =

Type to filter properties ]

Recommended L= |allin list Students

Action.Names =] |at least one in list

List of Actions performed. contains

lAantimalware.VirusNames
List of names of found viruses

\lAuthentication.GetUserAzureGroups(...)
Get user groups from Azure AD

\IAuthentication.GetUserGroups

Get user groups only, no authentication. Can
be used only with LDAP or User Database
methods.

lAuthentication.ICEToken. Audiences
Audiences that are stored infloaded from
ICEToken

\Authentication.UserGroups

Contains the groups of the last authenticated
user,

Command.Categories
Stor lict of tooor thot oo to th

(4]

contains at least one match
does not contain

does not equal

eqguals

none in list

2. 1dd 'List of String' User Defined Property..

Ql | oK || Cancel

Figure 4.7 Rule criteria example

Events — Add = Event = ICAP.AddRequestinformation—> Settings: RespMod—> Parameters:
Header Name — [<Parsing Profile Header from GX as shown in Figure 4.5>] (e.g. if the default GX

header values have been used set this to X-Parsing-Profile ) and Header Value - [<Active

Directory user group>] (E.g Students) .

Event: Settings:

[Type to filter events RespMod -

Al TF. 2205 0dlUE VNUTTIRET ) T

Header.Add (String, String) —| | @ Add.. | &” Edit...

Header AddMultiple (String, List of String)

Header.Block. Add (String, String) _

Header.Block. AddMultiple (String, List of Strin dl [l =t

Header.Block Removeall (String)

Header Block RemoveAllMatching (String, Strir—;

Header.ICAP.Response.Add (String, String)  |—

Header ICAP.Response. AddMultiple (String, L

Header.ICAP.Response. Removeall (String)

Header ICAP.Response RemovedllMatching (5

Header.Removeall (String)

Header.RemoveAllMatching (String, String)

Header.Response Add (String, String)

ICAP.AddRequestinformation (String, String) ||

Kl I | v

| @ oK Cancel
Page 17 of 29
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Figure 4.8 Rule criteria example

e Repeat the previous step and create a second Event for the Rendering Profile. Once completed
the following event will be listed as shown in Figure 4.8.

Optional: Select one or more events to take effect immediately.
Steps

Events:
@ Add = | &7 Edit... | ¥ Delete | 4 Move up Move down

| IcAP. AddRequestinformation ("X-Parsing-Profile”, "Students")<RespMod
F-| IcAP.AddRequestinformation ("X-Rendering-Profile”, "Students")<RespM

1. Name

2. Bule Criteria
3. Action
4. Events

5. Summary

q Il [ I»

9|
= Back H MNext = | ‘ Finish H Cancel |

Figure 4.9 Rule criteria example

e You will now have a rule like the one shown in Figure 4.9. It will need to be placed above the Call
RespMod Server rule, if it is not above this rule the ICAP based profile switching will fail.

() search [ save changes |~

Dashboard
Y Rule sets | Lists | settings Templates
(@4 -] [B] [#] %] #] o Edit,. | WlEnable [JEnable

ng

DI McAfee McAfee Web Gateway @ | X % @
H Configuration | Accourts | Trou

Cloud Criteria; Aways

“Authentication and Authorization Applies to: [] Requests (and IM) esponses  []Embedded Objects
3N Server Rules in *RespMod
ice 365) Services [© add rue... | 7 edit.. | % Delete...| [ 4 Move up | & Move down| [ capy| [ paste| [Show detaily
eme iolating Header Enabled Name/Criteria Action Events
[ Global Whitelist Skip RespMod Server for Responses Without a Body Stop Rule Set
o [i-] common Rules [m]
& [ URL Filtering
¢ = Media Type Filtering o |Add X-Server-IP header 1 Event
] Upload Media Type _ _ _
) Download Media Types GX profile switch using “Students” User Group & Continue 2 Events
@ [ IcaP client
ReqMod GX profile switch using “Teachers” User Group Continue 2 Events
| RespMod +
] Gateway Anti-Malware = - — -
[] Dynamic Content Classification GX profile switch using "Staff" User Group 4 Continue 2 Events.
GX profile switch using "Headmaster” User Group <> Continue 2 Events
Call RespMod Server
Pl 4@ Stop Cycle
RespModRuleSet
P « Continue
[ Rule sets
Log Handler
4 Error Handler
2, User Defined Properties

Figure 4.10 Complete rule location
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Te  Each rule is only able to cover a single user group so multiple will be required if switching
between more than two Active Directory and GX profiles as shown by the rules for

Students, Teachers, Staff and Headmaster in Figure 4.9
The order of the rules matters if users are in more than one of the users groups in use,

the lowest one in the list will take precedence.

Page 19 of 29



[S| DEEP SECURE

5 Troubleshooting
5.1 Missing Images on Websites

5.1.1 McAfee Web Gateway Timeout
When a user is browsing the internet images can be missing from websites:

Liquid Retina display

You won't find a more
advanced mobile display.

d V)
INDUSTRY-LEADING UETRA-LOW
Colour ALURALY REFLECTIMTY
@
PeoMonons TRUE ToNE
0 &

GO0 NITS P3 WiDE
BRIGHTNESS COLOWR GANT

Figure 5.1 Example of a missing image on website

This can be caused due to the Progress page Delay setting. This setting can be found within the
McAfee WGW under Policy = Settings = Progress Page = Delay for redirects to progress page. To
confirm this is the setting being invoked view the network settings in the console of the browser. If
any of the images being loaded by the browser have a 307 returned and url contains MWG, this
confirms that the Delay for redirects to progress page setting is being invoked.




5| DEEP SECURE
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= fom028jpg Reqsst Method: 66T

St o3 ---» Status Code: © 387

=l how 030jpg Remote Address e == T T

= how052ipg Reterter Policy: S

= fom 253 jpg
= Response Header

lacations Meeps: e, pALe . confmug - 1Nt rNaL 1385 5230735 progres S IO MRS

stati: 387
= Request Headggs

sthoity: e ShNG. 208

methe: GET

path; uk ipsd-gra ins display_hardware_somed_ceblviéfabs_Large. oo

e "‘h“ Response Headers

accept:

e focation: fttps://mav.apple.cor e5£523hu73ds/progress *id=bCan0PikeknSG_0YEF tspbfsgZl14yShiguwPuln_gg,
scceptiamgusg
cookie i BRTIOREIN BTG S54- BT TINEINLSE; & vinlCS A 2036 L " SHE—
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Figure 5.2 Example console view of website with 307s

By default, the Delay for redirects to progress page setting is set to 5 seconds. This setting will need
to be increased if images are being lost on websites.

I McAfee McAfee Web Gateway @ ‘I X % @
—
Dashboard Configuration Accounts Troubleshooting
|
Rule Sets Lists " Settings Templates
(& Add... 7 Edit... £ Delete... B
g Page

Type to filter settings
” T .g " . ol Templates

Jb Inddent Motifications - Aternative Email Server a

Jb Inddent Motifications - Primary Email Server Language

Jb Monitaring (®) Auto (Browser)

- External Lists O Force to: |Fallback (Falbadk) .

E}- File System Logging
J} Access Denied Log Configuration () Value of Message.Language' property

l}l'Access Log Configuration
fFound Viruses Log Collection
/7 Incident Log File Configuration | Defauit Schema v ©add.. 7 Edt.

Jb License Inddent Log
J} Log File Manager Incident Log
Janmmrmg Incident Log |Pr09ress ~ ‘ @ add... 7 Edt..

Template name for progress bar page

Jb Update Inddent Log
- HTML Opener Template name for download finished page
= ICAP Client |Pr°gress Dane ~ ‘ @ Add... o7 Edit...

Jb RegMod
Jb RespMod Template name for download canceled page

- Mobile Device Certification |ngrEm Canceled v ‘ @ add... &7 Edit...
- Next Hop Proxy Timeouts
[=}- Persistent Data Storage
fDEﬁult Delay for redirects to progress page

Jb Incident Notifications seconds

Progress Page —
r File availability time before downloar

Protocol Detector mintes

" Defauit File availability time after download
- Proxy Control minutes

4" Do not add Via Header E'
% No Persistent Client Cornections
- JBUSE Mo Chunk Encoding

Figure 5.3 McAfee Configuration example

With this setting increased and configuration saved the images will be transformed successfully and

displayed on the website.
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Liquid Retina display

You won't find a more
advanced mobile display.

d 2
NDUSTRY-LEADING ULTRA-LOW
Colove AURAY REFLECTIMTY
FroMonon TRUE ToNE
“o: &
GOONITS P3 WiDE
BRGHTESS COLOR GANT

Figure 5.4 Website being displayed after McAfee setting updated

5.2 Formatting on webpages ruined and content missing

As it is possible for unsupported media to be passed to the GX from MWG, it is possible for this to
cause formatting issues with some websites (See Figure 5.5).
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&« ¢ Q © & hittps:/;

- @ % n @ &

Search the BBCscorch || Search the 8

NEWS

Home  Home selected

Seations

BBC News Home

[Latest Stories

[Most ReadSkip to most read
Latest Stories
Most Read

The BBC is better when you sign in X

Close
Start by setting your nation for news a_ﬂd
sign
. . b
Sign in or Register 2
a

OFind out more about signing up for a BEC account

fou're now seeing more stories from the UK

nations
notification

Top Stories

Figure 5.5 Website being incorrectly displayed

The cause of this is the GX media transformation rules, if a piece of content is sent to the GX and no
suitable rule can be found for its processing the GX will block that piece of content. To circumvent

this issue a new type mapping will need to be configured to allow any unsupported content to be
returned.

To add this new type mapping to a GX profile:
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e Onthe GX appliance navigate to Data Types = Profiles.

unag

Servers Bitmap
bm, - bm| Disabled & >
Indexing P (File) P
Storage application/vnd.openxmiformats- application/vnd.openxmiformats-
officed: nt.wordpr .document pocx officedocument.wordprocessingml.document Enabled | C& -
Schemas docx DOCX (File) docx Enabled & -
CVSVScnemas imagelemf EMF imagelemf Enabled = & =
Fixed Format Schemas emf EMF (File)  emf Enabled & -
HTMIL Schemas lication/em# EMF lication/emt Enabled
JSON/Swagger Schemas application/em application/em nabled & -
Protocol Buffers Schemas image/gif GIF imagel/gif Disabled & -
XDSX Schemas gif GIF (File)  gif Enabled & -
XSD Schemas text/html HTML text/html Enabled 4 -
Data Types html :mt (E:e) html Enabled & -
Input Data Types htm MS) (File htm Enabled & -
?utpuls‘Dat? Types text/calendar ICAL text/calendar Enabled & -
ype Mappings . .
pr— ics ICAL (ICS) ics Enabled & -
ves ICAL (VCS) ves Enabled & -
Settings imageljpeg JPEG imageljpeg Disabled 4 -
Diagnostic Logging jpeg JPEG (File) jpeg Disabled =
Audit Logging A JPEG (File
Regular Expressions lpg MS) Irg Enabled & =
TLS Profiles imageljp2 JPEG2K  imageljp2 Enabled & =
Metrics
B JPEGZK :
Date & Time p2 (File) ip2 Enabled = £ =
;eys f‘ E::niﬁcates . application/json JSON applicationfjson Enabled & -
emote Managemen mime MIME mime Enabled = & =
Other message/rfc822 MIME message/rfc822 Enabled & -
Account (RFC822)
Links icati mi i MIME P i .
Aot application/x-mimearchive (Archive) application/x-mimearchive Enabled & -
aml MIME (EML) aml Enahlad__= =

Figure 5.6 Data Types = Profiles location

e Head to the bottom of your chosen profile and choose add.

tif ,L,:;}' I8 s Enabled » -
URL
application/x-www-form-urlencoded Encoded application/x-www-form-urlencoded Enabled » -
(Forms)
image/wmf WMF image/wmf Enabled = & -
application/wmf WMF application/wmf Enabled & -
wmf WMF (File) wmf Enabled = & -
Sfhcedocument spreadshestm sheet XX document spreadshaetml sheet Enabled |G =
xlsx XLSX (File) xlsx Enabled & -
embedded/xml ?:Ehprl;bedded) embedded/xml Enabled »# -
application/xml XML application/xml Enabled & -
xml XML (File) xml Enabled = & -
text/icsv csv text/csv Enabled & -
csv CSV (File) esv Enabled = & -
text/plain Text text/plain Enabled & -
txt Text (File)  txt Enabled = & -
application/zip ZIP application/zip Enabled & -
application/x-zip-compressed ZIPx application/x-zip-compressed Enabled = & -
zin ZIP (File) zip Enabled .+ -
+ Add

Actions

@ Clone Profile

Reset Profiles

Reset Profiles to defaults + Reset

Figure 5.7 Location of Add button near the bottom of a profile.
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e Now configure the following settings:

Input Content Type = #Unidentified
Type Mapping = Binary (Anything)**
Output Content Type = #Unidentified
Status = Enabled

Add (%)

Input Content Type:
| #Unidentified |

o

o

o

Type Mapping:

| Binary (Anything) b
Output Content Type:

| #Unidentified

Status:

[Enabled v|

Add Cancel

Figure 5.8 Example of the new #Unidentified Type Mapping
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e The new type mapping should now be in place at the bottom of the list as shown in Figure 5.9.

To make sure this now remains save the GX settings.

application/x-www-form-urlencoded gl?:oded application/x-www-form-urlencoded Enabled »# -
(Forms)
image/wmf WMF imagefwmf Enabled # -
application/wmf WMF application/wmf Enabled »# -
wmf WMF (File) wmf Enabled »# -
Sfhcsdosument spreadshestm shest XLSX R eaamumant spresdshestm shest Enabled | G =
xlsx XLSX (File) xlsx Enabled # -
embedded/xml ::El\::_beddsd) embedded/xml Enabled »# -
application/xml XML application/xml Enabled # -
xml XML (File)  xml Enabled # -
texticsv csv texticsv Enabled # -
csv CSV (File) esv Enabled 4 -
text/plain Text text/plain Enabled »# -
txt Text (File)  txt Enabled »# -
application/zip ZIP application/zip Enabled »# -
application/x-zip-compressed ZIPx application/x-zip-compressed Enabled & -
zip ZIP (File) zip Enabled & -
#Unidentified (E;';:ging) #Unidentified Enabled & -
+ Add

Actions

@ Clone Profile

Reset Profiles

Reset Profiles to defaults + Reset

Figure 5.9 Example of the new type mapping now at the bottom of the list.
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The following data types are currently supported by the Deep Secure GX appliance:

DEEP SECURE

6 Supported Data Types

Data Type

Content Type

BMP

Image/bmp
Image/x-ms-bmp
Bmp

Ccsv

Text/csv
Csv

DOCX

Application/vnd.openxmlformats-
officedocument.wordprocessingml.document
docx

EMF

Application/emf
Image/emf
Emf

GIF

Image/gif
Gif

HTML

Text/html
Html
Htm

JPEG

Image/jpeg
Jpeg
Jpg

JPEG2K

Image/jp2
Jp2

JSON

Application/json

MIME

Mime

Message/rfc822
Application/x-mimearchive
Eml

Mht

PDF

Application/pdf
Pdf

PNG

Image/png
Png

PPTX

Application/vnd.openxmlformats-—
officedocument.presentationml.presentation

pptx

RTF

Text/rtf
Rtf
Application/msword

TXT

Text/plain
Txt

TIFF

Image/tiff
Tiff
Tif

WMF

Application/wmf
Image/wmf
Wmf

XML

Embedded/xml

ZIP

Application/zip
Application/x-zip-compressed
Zip
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7 References
GX Configuration Guide.
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8 Appendix A

8.1 ICAP Error IDs

Error ID Error Message Error Description

16000 NolCAPServerAvailable No ICAP server available from list: SlistS.
P t N t Iculated i

16001 NoRespModProplnReqMod roperty SpropNameS$ cannot be calculated in
request cycle.
ICAP cli fil . ICAP

16002 ICAPBadResponse CAP client filter error: ICAP server sent bad
response.

16003 ICAPMaxConnectionLimit ICAP clle'nt filter error: Maximum number of
connections reached.

16004 ICAPCannotConnectToServer ICAP client filter error: Cannot connect to ICAP
server.

16005 ICAPCommunicationFailure ICAP client filter error: Failure in

communication with ICAP server.

Url to McAfee Error ID List - https://docs.mcafee.com/bundle/web-gateway-7.8.0-interface-
reference-guide-unmanaged/page/GUID-5151C504-39F7-45E2-8C13-1C9E85D1990A.html



https://docs.mcafee.com/bundle/web-gateway-7.8.0-interface-reference-guide-unmanaged/page/GUID-5151C504-39F7-45E2-8C13-1C9E85D1990A.html
https://docs.mcafee.com/bundle/web-gateway-7.8.0-interface-reference-guide-unmanaged/page/GUID-5151C504-39F7-45E2-8C13-1C9E85D1990A.html

